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Exposure Notification (EN) apps

Contact tracing can help identify infected = ~

people before%hey sprepad CO\)II D-19 to others, but : "rm .I"‘El _

traditional contact tracing has limitations: —— =

» Relies on human memory $’ "i’ 3’“"

= Difficult to trace between strangers / s

= Requires significant manual effort i;_ :
)

= |Interviews and follow-up take time

Exposure notification apps have the potential to
address these limitations, supplementing traditional
contact tracing with alerts through a mobile phone

MITRE
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How do EN apps work?

Bluetooth low-energy beacons exchanged -
by nearby devices are used to estimate D ) ((.:D
the distance and duration of an interaction

In a privacy-preserving way

People who are later diagnosed can self-report

. through the app, which anonymously notifies
m other app users who were “too close for too long”,

who are then pointed to health resources

EN Express (ENX) is a turnkey solution provided by Google and Apple
that enables public health authorities to launch EN quickly
and drives high user adoption via prominent mobile phone notifications

MITRE
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Exposure Notifications Private Analytics (ENPA)

EN Express provides a platform for guidance but
public health authorities (PHAs) need more:

. . -t
* Help onboarding to navigate overall EN process {b
l. \i “

* Feedback and insight on app user behavior

* Interpretation of public health rules into
configuration and strategy

/

Exposure Notifications Private Analytics (ENPA)
provides PHASs tools and visualizations of aggregated
ll data to better understand COVID-19 transmission

H patterns and to optimize EN notifications against PHA
ll resources

MITRE
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Data Sharing

* Primary DUA between the PHA and the MITRE
Corporation

« Additional sharing at the discretion of the PHA

Privacy-preserving

ENPA Privacy techniques
CO nsS | d eratl ons - Users consent to share data (opt-in)

* Prio
 Algorithm which allows private collection and computation
of aggregated statistics about clients
 Differential Privacy

* Injection of a small amount of statistical noise into the
aggregate data to ensure individual records cannot be
identified

ENX intended to be privacy-preserving method of notifying individuals about possible exposure to COVID-19 with several
processes in place to ensure this extends to ENPA data
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ENPA Privacy

MITRE
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This Prio-based process ensures that individual user data is never accessible in an intelligible form
once it leaves the user’s device, yet useful aggregate metrics are provided to PHAs
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ENPA Features

Access Management

 User Access
 Share Data

Analysis
 Summary  Encounters
* Notifications » Derived Metrics
* User Engagement  Date Exposure
« Codes Verified « Secondary Attack
« Keys Uploaded * Integrations
« Beacon Counts (i0S) * National Rollup Efficacy

« Configuration Tuner &
Efficacy Simulation Tool
(CTEST)
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ENPA Portal Summary View

f Home
& Analysis 7-DAY COUNT  14-DAY DAILY AVERAGE  14-DAY DAILY AVERAGE PER 100K DEVICES 14-DAY TREND

Notifications 76 5 2 +323%

Notifications

Codes Verified -18 . . -187%
t Notifications 1d

 Mobile devices that

. . . A Keys Uploaded 56 -187%
received or did not Notifications 14d

. User Engagement Viewed Notifications 46 -84%
recelive an exposure

- . Codes Verified Dismissed Notifications 53 +18%
n Otlflcatlon t Codes Verified 1d
With Report Type 14d
« Can be broken out by Keys Uploaded Notifications

notification types t Keys Uploaded 1d

With Report Type 14d
Beacon Counts
Encounters
Derived Metrics
Date Exposure

Codes Verified with Notification
Secondary Attack tedwl ticat

? Access Management T

£¥ Efficacy
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Beacon Counts describe Population trends (10S only)

Beacon Counts

Average Weighted Beacon Count Sums @

Since beacons are reported by device day totals for 9 ranges (1-3, 3-7, 7-15, 15-30, 30-50, 50-80, 80-120, 120-250, and 250+
beacons observed) the total number of beacon counts cannot be calculated by adding up the beacons for the corresponding day
and hour. This calculation takes the lower value of each range (1 from 1-3, 3 from 3-5, 5 from 5-7, etc.) as a weight that is
multiplied by the number of device days for the corresponding hour and day to approximate the beacons observed. Therefore this
approximation is almost always lower than the actual number of beacons observed, but allows the data to be presented in a single
visualization.
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ENPA Encounters

Distribution of Duration of Encounters @ Mumber of Encounters by Attenuation and Duration @
Duration of Encounter Count Percent of Total - E § -
» Details exposure events as a 1-Sminutes 2529228 211 S S S T T A
. . . 5- 10 minutes 1,506 + 2.8 126% R 5 . ] i 2 g B
histogram of risk score inputs 10- 15 minutes 1377 +2.8 5% M S— - = 1050
15-22 Sminutes 1,353+ 2.8 11.3% Il 15 - 22 5 min B =900
22.5- 30 minutes 1,316+ 2.8 11.0% 1N N =750
. 30 - 60 minutes 1,271+ 2.8 10.6% Il N, = 600
* Inputs are: 60 - 120 minutes 1,197 £ 2.8 10.0% I ‘:l > 450
: 120+ minutes 1,369 + 2.8 11.4% 1N =300
e Attenuation s 150

=0

A D u I’ati on Digtribution of Alt:enuaiinn Levels @
5 Attenuation Level of
O InfeCt|0U5neSS Encounter Count
0-50db 1,283t 2.8
50-55dB 1274+ 28

« These data can provide 3560d5 1277 £28
. - 5 60-65dB  1,336% 2.8
insight into what would 657008 1,302 428

70-75dB 1,355+ 2.8

happen if the risk score was eands 1297128
5 0 a0+ 604 1 2,
configured differently

Distribution Among Infection Categories @

An event where two people participating ENX come in close enough proximity for their devices to exchange information and
one of the users has reported being diagnosed with COVID-19.
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Efficacy

Configuration Tuner &
Efficacy Simulation Tool
(CTEST)

* Helps PHAs estimate potential impact
of changing configuration settings

« Statistics reapplied to real-world data
can help inform decisions for PHAs

Exposure Notification Config

Preset | Emieville v

Notification Types

Type 1
Risk Score Threshold | 900 seconds (15.00
minutes)

Type 2
Risk Score Threshold seconds (0.00 minutes)

Type3
Risk Score Threshold seconds (0.00 minutes)

Type 4
Risk Score Threshold seconds (0.00 minutes)

Simulation Parameters

Data Source for Exposure Risk Factors

Whether to randomly select the distance and duration of
simulated encounters based on real data from this
organization or uniformly across attenuation and duration
bins

Systemic Delays
Testing 2 days @
Results 1 days @

Reporting |0 days @

Transmissibility

How easily the COVID-19 variant that the infected person
has can be transmitted relative to the original

Estimated Real-world Impact

Total number of exposures recorded between EN app users in the last
59,727
14 days
29 Estimated number of such exposures that result in a new infection
16 Estimated number of such new infections for which a notification i1s sem

Estimated number of such notifications sent before symptom onset in

12
the secondary case

Estimated number of notifications sent to app users who are not

infected

Estimated Efficacy Metrics

Recall O Precision O
Notification Type 1 54.17% 3.27%
All Notifications 54.17% 3.27%

Risk Score vs Infection Likelihood for Simulated Data @

® Infected
true

Risk Score (weighted exposure minutes)

“Infection Likelihood (%)
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National Rollup

US - National Rollup

A Home

14-Day Notifications 1-Day Notifications 1-Day Codes Verified with Notification 1-Day Keys Uploaded with Notification
¢ Analysis

— Notifications

t Notifications 1d

Notifications 14d
User Engagement

Codes Verified

I— Codes Verified 1d 7-Day Count 330,271 7-Day Count 7-Day Count 7-Day Count

— With Report Type 14d 14-Day Daily Avg 41,415 14-Day Daily Avg 14-Day Daily Avg 14-Day Daily Avg 31
Keys Uploaded 14-Day Daily Avg/100k Devices 5,909 14-Day Daily Avg/100k Devices 14-Day Daily Avg/100k Devices 14-Day Daily Avg/100k Devices 0.31

— Keys Uploaded 1d 14-Day Trend +59% 14-Day Trend 14-Day Trend 14-Day Trend +2,442%
'— With Report Type 14d

Derived Metrics Codes Verified:Keys Uploaded Secondary Attack Rate Date Exposure

Date Exposure

Secondary Attack

14-Day Daily Avg 7-Day Count

14-Day Trend 14-Day Daily Avg
14-Day Daily Avg/100k Devices
14-Day Trend

© 2023 THE MITRE CORPORATION. APPROVED FOR PUBLIC RELEASE, DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 23-3146




Jurisdiction Enrollment Progress

MITRE

Domestic

16 Onboarded
4 Pending

Global

5 Onboarded
8 Pending

61.9B

Data Points
Processed

Global

3.7B
Data Point

Domestic

58.2B
Data Points
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MITRE Support to States

PHA Engagement

 Jurisdiction enrollment and PHA onboarding
* Workshops for PHAs
 New portal features that integrate PHA feedback

8

Workshops held since
spring 2021

Analytics

15

Features developed
for ENPA portal

 Webportal that provides analyses and visualizations
of ENPA data

« REST APIs to provide access to data
programmatically

e Custom Jupyter notebooks guiding PHAS to support
customized analytics and visualizations

« State focused working sessions with PHAS
* Visualizations to communicate ENPA metric flow
« CTEST to model ENX configuration changes

MITRE © 2023 THE MITRE CORPORATION. APPROVED FOR PUBLIC RELEASE, DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 23-3146 14



Total Number of Notifications (US)
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Preliminary Results from EN Evaluation

Nationwide Y WA Notify

Enabling self-report ”
helps to reduce Over 4M

PHA burden activations

*as of 5/11/2023

CA Notify

Review of
configuration settings
INn progress

MITRE

UW Preprint

Early Epidemiological Evidence of Public HealthValue of WA
Notify,a Smartphone-based Exposure Notification Tool: Modeling
COVID-19 Cases Averted in Washington State

Courtney Segal, "= Zhehao Zhang, "o Bryant T Karras, "= Debra Revere,
Gregory Zane, '2 Janet G Baseman

doi: https://dei.org/10.1101/2021.06.04.2125795]

6240 cases averted statewide in first four months of ENX

Based on estimated COVID-19 case fatality of 1.4%, WA
Notify saved 30-120 lives during study period

ENPA dashboard data used in analysis
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https://www.medrxiv.org/content/10.1101/2021.06.04.21257951v4

Futu re Op po rtu n Itl es We are moving towards sunset, but

| am very optimistic regarding the
/ \ future for ENs for Public Health.

We will have a robust public health
system to possibly roll out during a
new time of need.

How can this technology be leveraged?

\_

_ Comments from PHAS
We see great potential

in the technology and
possible usage for future
infectious diseases.

Serve the “little guys” who lack
staffing capacity and capability to
conduct analyses of these complex
data so we can similarly benefit as
the advanced jurisdictions to use
data to modify settings and
encourage full public participation.
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ENPA Partners

MITRE

* Develops and manages
the ENPA Portal

Internet Security
Research Group
(ISRG)

« Owns and operates the
Facilitating Server

MITRE

Google

« Operate ingestion
servers, provide
reference server code
and integration

National Cancer
Institute (NCI)

« Owns and operates the
PHA Server

Apple

« Operate ingestion
servers, provide
reference server code
and integration

Linux Foundation
for Public Health
(LFPH)

* Funds the facilitating
server
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Thank you!

enpa@mitre.org
_ MITRE SOLVING PROBLEMS
ahankus@mitre.org FOR A SAFER WORLD"

CORPORATION. APPROVED FOI



mailto:enpa@mitre.org
mailto:ahankus@mitre.org

MITRE on-boarded States & Provided Web Portal for
PHASs to Visualize & Download Metric data

» Privacy-Preserving System to collect aggregated data from GAEN users

Apple / Google

Routing
Service

ISRG Cloud Account

Facilitator
Service

NIH Cloud Account

ENPA Service @

MITRE GCP Project

PHA Portal(s?)

Login /
Authentication Landing Page Visualizations
nede nede

o kta salesforce
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MITRE

Exposure Notification Flow

Number of Positive Cases

Number of Positive Cases that Received a Verification Code from the PHA

Codes Verified
The number of positive-testing EN participants
that uploaded a PHA-verified code

Keys Uploaded
The number of positive-testing EN
participants that a PHA-
verified code and agreed to notify

their contacts

Encounters
The number of times an EN participant comes into
contact with another positive-testing EN participant

Notifications
The number of notifications sent to users indicating that they have
come into contact with a positive-testing EN participant and met the
notification criteria set by the PHA

User Engagement
The number of EN participants who either dismissed or
viewed the notification

© 2023 THE MITRE CORPORATION. APPROVED FOR PUBLIC RELEASE, DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 23-3146
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The EN User Journey

ENS s
available to
user

Users adopt
ENS

e User gets

tested for

COVID-19

(positive result)

a Verification

codeis

shared with
user

Viewing efficacy as a multi-step flow (i.e., not just risk score tuning or adoption) will help

User uses
code to
upload keys
to EN

@ System

notifies close
contacts

Contact gets

an EN

Contact

identify critical issues/gaps in EN’s overall ability to help stop the spread

© 2023 THE MITRE CORPORATION. APPROVED FOR PUBLIC RELEASE, DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 23-3146
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Prio Example

Prio aggregation: simple count example
How many users have had an Exposure Notification?

Per-device question: have you been exposed?

[ 2. Facilitating Server ) APPROXIMATE

/fr x COUNT
/ Device \ p—)  Sum Random Values At

iPhone or Android number of users

I who have been

exposed

SIGNAL
YES(1) or NO (0) / . .
Routing Server K Total noise can
Change SIGNAL  _ ' ‘ be chosen to be

with small probability e.g. 10 users

Huge random value

LeOe) SO o = Good Device v/

Summing Server '

LA \Drop Routing Info

sent to = -_SIGNAL+ r i .
Public Health Authority * Public Health Authority Server

/ 5 Sum Truth and Random Values

Combine sums \

(=)
-=u]p

== GE=+) &=
\_ (o) =(coon) ) = APPROXIMATE COUNT

Secure Multi-Party Compute System
with Differential Privacy using
https.//crypto.stanford.edu/prio/

© 2023 THE MITRE CORPORATION. APPROVED FOR PUBLIC RELEASE, DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 23-3146




Notifications and User Engagement

Notifications Dismissed Notifications

Notifications Type 1 Viewed Notifications

Notifications Type 2 Dismissed Notifications Type 1

Viewed Notifications Type 1
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Codes Verified & Keys Uploaded: Reporting and Testing

Codes Verified with Report Type

Total Codes Verified with Report Type Sep 8, 2022

Confirmed Test: 16 £ 5.0
Self Report: 6 £ 5.0
Devices: 19,414

T
N '

Rk et o il

Keys Uploaded with Report Type

Aug 30, 2022
Total Keys Uploaded with Report Type Confirmed Test: 33 + 7.4
Self Report: 32 + 7.4
Devices: 10,688

: | A
Al R Bt 0 0 kol
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'ﬁl Custom ‘ Preset | Notifications:Keys Uploaded W
D e r I V ed IVI et r I C S u|l Android ‘ i0os ‘ \ Last 14 Days Last 90 Days Historical -Custom Range

Start Date End Date
5/1/2022 5/31/2022

Derived Metrics 5/31/2022)
May 12, 2022

Notifications:Keys Uploaded: 255 + 0.00006
Devices: 0.00

7 day average: 7 + 0.00002

Notifications:Keys Uploaded

* View the ratio of one Exposure
Notification metric to another

'El Custom \ Preset Codes Verified:Keys Uploaded W

. Available calculations: N e [ o) [onreomn [ woomn | e | R

Start Date End Date

* Codes Verified | Keys Uploaded 5/1/2022 5/31/2022

Derived Metrics
- HY o 2 May 12, 2022
NOtIflcatlonS | Keys Uploaded Codes Verified:Keys Uploaded: 17 + 0.00006
Devices: 0.00

Codes Verified:Keys Uploaded 7 day average: 2 + 0.00002

MITRE © 2023 THE MITRE CORPORATION. APPROVED FOR PUBLIC RELEASE, DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 23-3146 o7



Date Exposure

Date Exposure Totals

Date Exposure (0-3 days)

 Amount of time between a
user being exposed to
COVID and when a

notification is displayed for
that exposure

Date Exposure (0-6 days)

MITRE
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Secondary attack rate

MITRE

Secondary Attack Rate

Sep 11, 2022
Confirmed Test: 11+ 12.8
Self Report:2+12.8
Devices: 10,561

Total Secondary Attack

Sep 11, 2022
Confirmed Test: 4+ 7.4
Self Report: 4+ 7.4
Devices: 10,561

Secondary Attack with Type 1 Notification

© 2023 THE MITRE CORPORATION. APPROVED FOR PUBLIC RELEASE, DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 23-3146
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CTEST

Exposure Notification Config Estimated Real-world Impact

Preset | Srmvevile v Total number of expx

19,514

Notification Types

& Type
k Score Threshold 00 seconds (15.00 minutes)

How do | use it? N ™ e

seconds (0.00 minutes)

1. Specify desired configuration settings

seconds (0,00 minutes Estimated Efficacy Metrics

L2

2 - Sel ect Sl mu I atlo n p aram eters Simulation Parameters

Data Source for Exposure Risk Factors
{ the distan

Risk Score vs Infection Likelihood for Simulated Data @

3. Metrics and visualizations are
displayed to help evaluate EN efficacy ’

Systemic Delays

Testing

Risk Score (weighted exposure minutes)

e

infection Likelhood (%)

MITRE © 2023 THE MITRE CORPORATION. APPROVED FOR PUBLIC RELEASE, DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 23-3146 <0



Access Management

Access Management

Users Add User

Manage Organizations

Mame
Alabama PHA
Alaska PHA

« Sharing data with
other organizations

ADMIN
ADMIN
i ANk
« User roles ADMIN
Chris ADMIN
Pietari ADMIN

Georgia
Connecticut

Evil MITRE InfoSec
MITRE

Austin

Luke

Dev PHA ADMIN
Dev PFHA USER
Dev PHA OWNER

Ernieville University

University of Shawn

MITRE InfoSec ADMIN

Organization: @

After receiving consent from The MITRE Corporaticn ("MITRE) due
to share their data with a third party entity ("Third Party”) upon thei
you understand and agree that all members of that Third Party will
data via the ENPA API; and (3) download all your data. By clicking

responsible for the creation or enforcement of any Data Usage Agn
(2) is providing this discretionary option "AS IS™ and without any w

Alab PHA less, liability, and/or damages of any kind resulting from your deci
abama

Alaska PHA
MITRE Agree & Update Cancel

Ernieville University

MITRE © 2023 THE MITRE CORPORATION. APPROVED FOR PUBLIC RELEASE, DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 23-3146 31



Integrations

Claim and Consent Rates
Tokens Claimed

User Report Percentage
System Health

ENPA Opt-In

Estimated Users

‘ ENCV (APHL) Server ‘

ENCV (APHL) Server Data
Start Date End Date

5/13/2022 8/11/2022

Claim and Consent Rates

Tokens Claimed

Jun 14, 2022
[ Confirmed Test Claim: 0.973
Confirmed Test Consent: 0.805
B User Report Claim: 1.00
User Report Consent: 1.00

Jun 14, 2022

B Confirmed Test Claim: 492
Confirmed Test Tokens Claimed: 491

[l User Report Tokens Claimed: 1.00

User Report Percentage

\_AA

System Health

Jun 14, 2022
B User Report Percent: 0.00203
B User Report Revision Rate: 0.0407

~—/ &~

Jun 14, 2022

B Publish Failure Rate: 0.0163
SMS Error Rate: 0.00

B Android Publish Share: 1.00

© 2023 THE MITRE CORPORATION. APPROVED FOR PUBLIC RELEASE, DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 23-3146




::.6:: COVID-19 ENPA Home [ Organizations j About API Docs

ENCV Data Integration Q...

¢ Analysis Description Pennsylvania

Once you have the ENCV/APHL API key P — Organization Type  Subdivsion PHA

£ Efficacy Country United States of America (US)

ready, the basic flow is this:
Subdivision Pennsylvania (US-PA)
 corere

e PHAAdmin navigates to “Integrations” tab

This PHA has been validated and is ready to start receiving contact-tracing data from the
Exposure Notification System (ENS). Click or tap the Manage Access below button to add users

() P HA e n terS th e E N CV/AP H L AP I key |n to Zzzonr;aensag\?:‘(;i:es‘s to the PHA's data or View Analysis view analysis for this PHA when data
the field and clicks “Add Integration”

‘ Manage Access ‘ View Analysis ‘

o Upon successful integ I’ation, you will be 7 ::é:! COVID-19 ENPA Home [ Organizations ] About API Docs
presented with a page showing the details \ & )
of the API key gl Pennsylvania
_ ) f Home ENCV (APHL) Server
e Page includes options to update the API & Analysis

Exposure Notifications Verification data

key 0] delete the |nteg ratlon ? Access Management APLK
ey*

£ Efficacy The API Key used to connect to ENCV (APHL) Server

‘_ -
» abcdefg-12345-hijkimnop-67890

The ENCV/APHL API key available from ENCV website

MITRE © 2023 THE MITRE CORPORATION. APPROVED FOR PUBLIC RELEASE, DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 23-3146 =



ENCV Data Integration

3 i@ COVID-19 ENPA  Home [ Organizations )  About  APIDocs

Pennsylvania

1 Home ENCV (APHL) Server

€ Analysis
Exposure Notifications Verification data
? Access Management

£} Efficacy Name:
ENCV (APHL) Server

* Integrations
API Key:

Once the integration is complete, ENCV data A
will begin flowing into the ENPA system

Created by:

Created:
2022-04-01T15:20:33.000Z

Last Updated:
2022-04-01T15:20:33.000Z

Latest Status:
unused

Delete Integration

© 2023 THE MITRE CORPORATION. APPROVED FOR PUBLIC RELEASE, DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 23-3146
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Exposure Notification Service

MITRE



EN Token: pjwc93gfmm h Rotating Token (random, 10-20 min)
EN Token History: Tokens that the device has generated

pjwc93gfmm 14u06pbxlo
zaz2xuouwd gqméwek jwy 7
5vc48mOmhz us@2syt5iu

Contact Token History: Tokens of devices that have made “contact”

ngi8lrhdiy ridwhkilyt
gsjen@vhf4

]

Bluetooth LE for measuring contact

MITRE
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MITRE

EN Token: pjwc93gfmm
EN Token History:

pjwc93gfmm 14u06pbxlo
zaz2xuouw8 gméwek jwy 7
5vc48mOmhz us@2syt5iu

Contact Token History:

i
EN Token: jwsbln5xy2
EN Token History:

jwsbln5xy2 geu2rbye60
93nwfs3iek 1wk f630460
agu3tnrgoh zbvdx9u9m5

Contact Token History:

ngi8lrhdiy Walms
gsjen@vhf4 pjwc93gfmm

© 2023 THE MITRE CORPORATION. APPROVED FOR PUBLIC RELEASE, DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 23-3146
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EN Token: pjwc93gfmm
EN Token History:

pjwc93gfmm 14u06pbxlo
zaz2xuouw8 gméwek jwy 7
5vc48mOmhz us@2syt5iu

ngi8lrhdiy ridwhkilyt
gsjen@vhf4 jwsbln5xy2

EN Token: jwsbln5xy2
EN Token History:

jwsbln5xy2 geu2rbye60
93nwfs3iek 1wk f630460
agu3tnrgoh zbvdx9u9m5

ngi8lrhdiy ridwhkilyt
gsjen@vhf4 pjwc93gfmm

MITRE

Contact Token History:

Contact Token History:

Sorry, you’ve tested positive for COVID
PHA Test Result ID: jqfc-0z1n-yjnz-th4b

Exposure Notification Service

Tested Positive Tokens
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© 2023 THE MITRE CORPORATION. APPROVED FOR PUBLIC RELEASE, DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 23-3146

uplk9ngicj
laqu@i7g9c
vmdepfrhn7
75pt2dgofi
rlx9idgtuz
c8pplhfl9l

e


https://github.com/google/exposure-notifications-server
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ry. Test ID: jqfc-0z1n-yjnz-th4b
My Tokens:
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Contact Token History: asgustnrgoh zbvdxSuSms 4‘(\5“0

ridwhki .
pjwc93g:’i:1 1‘\“’3 3“1
\o} jofe™
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N

Exposure Notification Service

Tested Positive Tokens
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EN Token: pjwc93gfmm
EN Token History:

pjwc93gfmm 14u06pbxlo
zaz2xuouwd gqméwek jwy 7
5vc48mOmhz us@2syt5iu

Contact Token History:

ngi8lrhdiy Lk
gsjen@vhf4 w

EN Token: jwsbln5xy2

Alert!

You have been in contact with someone who

has tested positive For coviD

Click. here for what to do next

Exposure Notification Service

Tested Positive Tokens

EN TOken HlStOryi rigggqgq2ops 59t8eql1z6 uplk9ngdcj jwsblnbxy2
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https://github.com/google/exposure-notifications-server
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https://youtu.be/1Cz2Xzm6knM

Pros

MITRE

User privacy
No location tracking
OS level support

APl access for app
development

ENS Pros and Cons

cons

Too much privacy (PHA)
No data collection
No analytics

Cannot support decision
making

Writing apps can be hard
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Exposure Notification
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Exposure Notification Private Analytics (ENPA) Overview

= Mobile devices send analytic information using secure multi-party compute
(SMPC) algorithm Prio ( , )

* Roles
= Mobile device: (End user) sends signals

= |ngestion Server: (Apple / Google) forward data from mobile devices to facilitators
and PHA server

= Facilitator: (ISRG) receives and processes Prio shares. Never sees clear-text data
= PHA Server: (NIH) receives and processes Prio shares. Aggregates data

= PHA Portal: web site that PHAs will use to access analytics based on ES data

MITRE
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https://crypto.stanford.edu/prio/
https://crypto.stanford.edu/prio/paper.pdf

Prio In a Nutshell

signal + random number — random number = signal

ISRG

random number
random number
random number

ISRG > (random numbers)

' - random number

NIH

signal + random number

Google signal * > do umber signal + random number
mber 0

S‘%ﬁu ando signal + random number

NiH

signal + random number

..

> (signal + random numbers) — > (random numbers) = > (signals)
NIH ISRG MITRE

MITRE '

© 2023 THE MITRE CORPORATION. APPROVED FOR PUBLIC RELEASE, DISTRIBUTION UNLIMITED. PUBLIC RELEASE CASE NUMBER 23-3146



Exposure Notification Private Analytics Architecture

Anria NIH

allll.ls
’ ) e Routing Service [V share ENPA Service

0

&} sve_nih

MNIH Avra data

Google [— MITRE (GCP)
.

ISRG Avro data e
NIH Sum Bucket . G P’E;:_‘;

Routing Service

6, =
l
* ' State ISRG L -m

Avro share ISRG Sum Bucket

=

+

~ ISRG PHA Portal

Facilitator Service Login Landing Page Visualizations
- - 1SRG Avro sums x*® ” I

& sve_isrg

MITRE
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